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Performing these fixes “should” fix most access
problems.

Personnel utilizing this guide without a CAC should only skip the pages marked: “This
page is CAC Specific” CAC holders need to follow ALL slides.

The most up to date version of this presentation can be found at:
https://milcac.us/tweaks



https://milcac.us/tweaks

To successfully access Department of
Defense (DoD) websites, you MUST install
the DoD certificates

Download links and installation instructions for the
InstallRoot file can be found on:

https://militarycac.com/dodcerts.htm

If after installation of the DoD certs you [still] see “There is a problem with
this website’s security certificate”

There is a problem with this website's security certificate.

or you see red certificate errors,

|

follow this guide: https://militarycac.com/files/dodrootca2.pdf
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https://militarycac.com/dodcerts.htm
/files/dodrootca2.pdf

Type “Internet Options” in the “Type
here to search” box (or magnifying glass)
and select Internet Options Control
Panel.

Windo{SlO Windows 11
H O Type here to search g m




Check the Delete browsing history on exit (box),
click Delete...

Windows 10 Windows 11

- ™ = E 9
General | security | Privacy | Content | Connections | Programs | Advanced | General Security Privacy Content Connections  Progr Advanced
Home page Browsing history
To create home page tabs, type each address on its own line. ) ’I_ ) Delete temporary files, history, cooki ved passwords,
lf‘_]_ — ") and web form information.
https:/fwww.militarycac.com -
Delete. .. Settings
Appearance
[ Use current ] [ Use default ] [ USE%"- ] 1 Colors Languages Fonts Accessibility
Browsing history Tabs
fI_ Delete temporary files, history, cookies, savegfasswords, ' ) b
&4 /_I and web form information. Chanage how webpages are displayed in tabs. Tabs

Delete browsing history on exit

Delete... ]l[ Settings ]

Search
E | Change search defaults.
Tabs
— | Change how webpages are displayed in
— tbs.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

[ oK ][ Cancel H Apply ] Ok, Cancel Apply




Check the top 4 boxes, leave the rest unchecked,
click Delete

Windows 10

Preserve Favorites website data
Leep cookies and temporary Internet files that enable your favorite
Frebsites to retain preferences and display faster.

femporary Internet files and website files
Copies of webpages, images, and media that are saved for
aster viewing.

Cookies and website data
Files or databases stored on your computer by websites to save
references or improve website performance.

istory
ist of websites you have visited.

[ ] pownload History
List of files you have downloaded.

[ ] Form data
Saved information that you have typed into forms.

[ ] rasswords
Saved passwords that are automatically filled in when you sign
in to a website you've previously visited.

[ ] Tracking Protection, ActiveX Filtering and Do Not Track ¢
A list of websites excluded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Track requests.

About deleting browsing Delete

history

€' Delete Browsing History

Windows 11

B Preserve Favorites website data

“eep cookies and temporary Internet files that enable your
favorite websites to retain preferences and display faster.

B Femporary Internet files

Copies of webpages, images, and media that are saved for faster

piewing.

B Cookies

Files stored on your computer by websites to save preferences
ch as login information.

istory
List of websites you have visited,

[ | Download History
List of files you have downloaded.

[ | Form data
Saved information that you have typed into forms.

[ | Passwords

Saved passwords that are automatically filled in when you sign in
to a website you've previously visited,

About deleting browsing his o Delete
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Click Settings

Windows 10

;
internet Optons N . oo
-

|| | General |SECL.Irit'_¢' | Privacy | Content | Connections I Programs | nduancedl

|| Home page

l b To create home page tabs, type each address on its own line.

:l- q

https:/fwww.militarycac.com -

[ Use current ][ Use default H Lse blank

Browsing history

;f’]:-‘- Delete temporary files, historygcookies, saved passwords,
f ,-I and web form information.

Delete browsing history on exit

Delete... ][ Settings

Search

p Change search defaults.
Tabs

_I_" Change how webpages are displayed in
i:’ tabs.
Appearance

[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

[ ok || cancd || apply

Windows 11

€Y Intemnet Properties ? >

General Security  Privacy Content Connections Programs Advanced

Browsing history 7 Q

f/j_ Delete temparary files, history, cool

4 sayed passwords,
' ,J and web form information.

Delete...
Appearance
Colors Languages Fonts Accessibility
Tabs
Change how webpages are displayed in tabs. Tabs
oK Cancel Apply




Change this number to 50, click OK

Windows 10 Windows 11

Temporary Internet Files and History Settings [ﬁ ) Website Data Settings

_ Temporary Internet Files  History  Caches and databases
Temporary Internet Files

) " . : Internet Explorer stores copies of webpages, images, and media
Internet Explorer stores copies of webpages, images, and media e e

for faster viewing later,

Check for newer versions of stored pages:

Chedk for newer versions of stored pages: B e e e b
_ Every time I visit the webpage O Every time I start Internet Explorer
[ "I Every time I start Internet Explorer () Automatically
@ Autornatically O Never
Mever Disk space to use (8-1024MB) 50 =
: (Recommended: 50-250MB) —

Disk space to use (8-1024ME) i =

(Recommended: 50-250MB) - e
C:\Users'micha\AppDataLocal\Microso ft\Windows\INetCache,

Current location:

C:\Usersmichael.j. danberry\AppDataLocal \MicrosoftWindows',
Temporary Internet Files), Move folder... Viewgects View files

[ Mowve folder... ][ View objects ][ View files ] l Cancel

— NOTE: This is my personal recommended size.
! Spedify how many days Internet Explorer should save the list . . .
of websites you have visited, Making it smaller will make your browser look
Days to keep pages in history: 20 =

for an updated page more often. The larger it
is, the more web sites are being stored on
your computer.




Click the Security (tab)(1), Trusted sites (green
checkmark)(2), then Sites (button)(3)

-

Internet Opticns

Internet Local intraney === | Restricted
sites ’f

Trusted sites Site |k
This zone contains websites that you =

trust not to damage your computer or
vour files,
You have websites in this zone,

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

[ content

- Unsigned ActiveX controls will not be downloaded

[]Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level




Remove all websites* that end in .mil from the
Websites: (box) by clicking the listed website,
selecting Remove, then clicking Close

NOTE: Most Government
owned computers will not .
let you make changes to
this area. Your only
option is to skip this step.
This is the Websites: box




Click the Content (tab), Certificates (button)

Internet Opticns

Content
N

| General | Security | Priva onnections I Programs | .Aduancedl

i Parental Controls

: ° Contral the Internet content that can '@]Paren'ﬁl Controls
I C o be viewed.

Content Advisor

( le ar S S L Q} Ratings help you control the Internet content that can be
viewed on this computer. I
@Eﬂable. . Hg settings

state st N
Lse cerﬁﬁca%ﬂypted connections and identification,

[ Clear 550 state ]i Certificates [ Publishers ]

AutoComplete

AutoComplete stores previous entries Settings
on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
Rl

content from websites that can be
read in Internet Explorer and other
programs.

QK H Cancel H Apply ]




Most people will see 3-4 DOD certificates (2
and 1-2 without) under the Personal (tab)

with EMAIL
Issued By

(column). CACs issued between 25 FEB 2018 and 28 FEB

2021 may see 4 certificates on their card. Cards issued
after 1 MAR 2021 will see 3 in this view, 1 on websites.

Certificates ()
Intended purpose: [ <All> v 1
Personal | Other People | Intermediate Certification Authorities l Trusted Root Certificatior * | *

Issued To Expiratio...  Friendly Name
B9 JOHN.DOEA11111...
s JOHN.DOEA.11111... | DOD EMAIL CA-23 12/31/2009 <None>
_al JOHN.DOEA.11111.. \DOD CA-24 12/31/2009 <None>
}: Import... { Export... \ Remove ‘ Advanced

This page is CAC Specific

11



Click the Intermediate Certification Authorities (tab). First, verify you
have DOD DERILITY CA-1 through DOD SW CA-69 under the Issued To
(column) (if you don’t, go back to slide #2 and install or rerun the
DoD Root Certificates again). Second, scroll down to below the DOD
ID SW CA-48 and look for all of the listed certificates on the next

p a ge . Certificates -
Intended purpose: | v

Personal Other People [_Intermediate Certification Authorities J Trusted Root Certificatior| * | *
IF you see any of the

.~ Issued To Issued By Expiratio... "
certificates shown on the next 4 DoD Interoperabiity Root CA 1 SHA-1 Federal Root CA G2 11/15/2019
. . . D DoD Interoperability Root CA 1 9/6/2019
SI | d e’ se I ect |t’ an d C| IC k ﬁ%]EFJS-INTC-KeyId-OFA?BfQSO‘lS L. Microsoft TPM Root Certficat... 2/18/2030
_;,] Microsoft TPM Root Certificate A... Microsoft TPM Root Certificat...  12/10/203%
_ﬂJ Microsoft Windows Hardware Co... Microsoft Root Authority 12/31/2002
Rem ove. /Root Agency Root Agency 12/31/2039
55 SHA-1 Federal Root CA G2 Federal Common Policy CA 12/31/2019
_,7..] www, verisign.com/CPS Incorp.b... Class 3 Public Primary Certific...  10/24/2016 V¥
< >
Import... Export.. Remove Advanced
Certificate M
- Cross Cert remover Automated file (you may Another way to remove the certificates utilizing

need to run as administrator) to remove certmgr.msc This guide can be used if the method
certificates Listed above (Does not always work)

V4
Download from MilitaryCAC (24 OCT 19 version) above doesn’t work for you.
Download from Cyber.mil (24 OCT 19 version) Information about the Cross Cert Remover  **



https://militarycac.com/crosscertremover/FBCA_crosscert_remover_v118.zip
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/zip/unclass-fbca_crosscert_remover_v118.zip
../PDFs/unclass-faq_dodroot_cert_chaining_issue.pdf
certmgr.pdf

These are the known “bad certs” that
need to be removed from Intermediate
Certification Authorities (tab) [if found]:

Issued To Issued By

DoD Interoperability Root CA1 SHA-1 Federal Root CA G2
DoD Interoperability Root CA2 Federal Bridge CA 2013

DoD Interoperability Root CA2 Federal Bridge CA 2016

DoD Interoperability Root CA2 Federal Bridge CA G4

DoD Root CA 2 DoD Interoperability Root CA 1
DoD Root CA 3 DoD Interoperability

Federal Bridge CA 2016 or 2013 Federal Common Policy CA
Federal Bridge CA G4 or G6 Federal Common Policy

SHA-1 Federal Root CA G2 Federal Common Policy

US DoD CCEB Interoperability Root CA 1

NOTE: If you don’t see any of these,
select Close on this window and
continue with this guide




Click the Advanced (tab), scroll to the bottom of the
list, make sure that only TLS 1.2 & 1.3 are checked.

The SSL(s) should NOT be checked

q.en

General Security Privacy Content Connections Programs Advanced

NOTE: Windows 10 & 11
users will not see Use
SSL2.0or 3.0

Settings

Enable 64-bit processes for Enhanced Protected Mode™ A
Enable DOM Storage

Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

t Track requests to sites you visit in Internet E
Use S5L 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Use TLS 1.3 ) experimental)

certificate address mismatch™

] warn if changing between secure and not secure mode

] warn if POST submittal is redirected to a zone that does | v

< >

*Takes effect after you restart your computer

KIKIRICRIE]

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

= Reset...
condition.

‘You should only use this if your browser is in an unusable state.

0K Cancel Apply
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If you are still having issues, uncheck "Enable Enhanced Protected
Mode*“ This is sometimes needed to sign evaluations on EES
(Army’s OER / NCOER system). https://evaluations.hrc.army.mil

More information available at https://MilitaryCAC.com/ees.htm
Internet Options ?

General | Security | Privacy | Content | Connections | Programs Advanced TO t ry t h iS O pt i O n ) CI iC k
Setines Tools, Internet Options,

% Security S
[] allow active content from CDs to run on My Computer* d d b
[] allow active content to run in files on My Computer* A Van Ce (ta )
[] allow software to run or install even if the signature is invi

[] Blodk unsecured images with other mixed content
Checdk for publisher's certificate revocation

Chedk for server certificate revocation™® IN FO RMATI O N: Runn i ng Enh anced
hedk for signatures on downloaded programs
o not save encrypted pages to disk Protected Mode* helps prevent
ty Temparary Internet Files folder when browser is dc . .
able 684-bit processes for Enhanced Protected Mode™ atta Cke rs fI’O m | nSta I I | ng SOftwa re or
Enable DOM Storage er - . .
Enable Enhanced Protected Mode™ m Od Ifyl ng SySte m Settl ngs If th ey
- [+| Enable Integrated Windows Authentication® . 2 man age tO run exp I O|t Code . It |S an
"Takes effect after you restart your computer extra layer of protection that locks
Besioes siboneed el down parts of your system that your
Reset Internet Explorer settings . . ’
ResdEE Internet Explorer's settings to their default Reset. . b rowser o rd Inari Iy d oesn'tn eed to
condition,
use.

‘fou should only use this if your browser is in an unusable state.

- Unfortunately it blocks access and
functionality to / on some DoD
Cancel websites like HRC’s EES.
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https://militarycac.com/ees.htm

If the previous adjustments did not work, select
Reset... (or Restore advanced settings) at the bottom
of the Advanced (tab), AND what you see on the next

Windows 10

Internet Options ? - /
=
General | Security | Privacy | Content | Connections Program

Settings

I[<]

Enable DOM Storage ~
Enable Enhanced Protected Mode™®

Enable Integrated Windows Authentication™

Enable native XMLHTTF support

Enable SmartScreen Filter

Enable Strict P3P Validation™

Send Do Mot Track requests to sites you visit in Internet E
[ ] use 55L 2.0

[ ] use ssL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

|¥| Warn about certificate address mismatch™

[ ] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does | v

< >

RN EYEY]

<RI

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset...

You should only use this if your browser is in an unusable state.

Cancel Apply

page

Windows 11

& Intemet Properties x

General Security Privacy Content Connections Programs Advanced

Settings

(] Blodk unsecured images with other mixed content

B check for publisher's certificate revocation

B chedk for server certificate revocation

B chedk for signatures on downloaded programs

(] Do not save encrypted pages to disk

(] Empty Temporary Internet Files folder when browser is de
B Enzble DOM Storage

B Enzble inzecure TLS server compatibility

B Enzble Integrated Windows Authentication

B Enzble native XMLHTTF support

(] Send Do Mot Track requests to sites you visitin Internet E
(] usessL 3.0

[ use TLS 1.0

[ useTs 11

B useTs 12

B useTS 1.3

B warn about certificate address mismatch

(] warn if changing between secure and not secure mode
B warn if POST submittal is redirected to a zone that does n

Restore advanced settings

oK Cancel Apply
16



You may need to Remove certificates (see slides 5 & 13
for instructions on how to get to this location). People
with 2 CACs may see up to 8 certs after they have
activated their PIV certificates (4 certs per card).

Certificates ==l NOTE:

Intended purpose: | <All> ~| | Removing certs
Personal | Other People | Intermediate Certification Autharities | Trusted Root Certificatior * [ | | @and your CAC,
Issyed To Issued By Expiratio... Friendly Name then rE|n5ert
. your CACis a
o JOHN.DOE.A.11111..| DOD EMAIL CA-23 12/31/2009 .

o JOHN.DOE.A.11111..) DOD CA-24 12/31/2009 <None> way to test if

your reader

NOTE2: You will

receive a message and

stating: You cannot middleware are
decrypt data | i

encrypted using the working
certificates. Select: [ mport.. |[ Eport.. M Remove | | Advanced | properly.

Yes

This page is CAC Specific 17



Try these additional items if you are still having
Issues:

Your time on your computer may be off by more than the
server’s 5 minute allowed limit. Check your clock and time
zone.

If all of the previous ideas did not work, please visit:
https://militarycac.com/cacdrivers.htm to start
troubleshooting your CAC reader



https://militarycac.com/cacdrivers.htm

When checking your email on Windows 10 & 11,
make sure you are selecting the correct certificate.
Select More choices to see additional certificate(s)

Windows Security X

Select a Certificate

Site web-satx01.mail.mil needs your credentials:

Authentication -
— -

Issuer: DOD ID CA-51

Valid From: 11-Aug-19 to 20-Mar-22

Click here to view certificate properties

More choices

Signature -

=1

DANBERRY.MICHAEL.)
Issuer: DOD EMAIL CA-5u

Valid From: 11-Aug-19 to 20-Mar-22

= Ancation -
Issuer: DOD ID CA-51
Valid From: 11-Aug-19 to 20-Mar-22

This page is CAC Specific



When checking your email on Windows 11,
make sure you are selecting the correct
certificate (WITHOUT EMAIL)

X

¢ Select a certificate for authentication

~ Site web.mail.mil:443 needs your credentials:
)

DANBERRY.MICHAEL.J.
Ca
| e DOD EMAIL CA 50
8/11/2019

\. DANBERRY.MICHAEL.J
\%[ DOD ID CA-51 |

8/11/2019

Certificate information “ Cancel

This page is CAC Specific
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There have been DNS issues for some people,
please try the ideas below if still having problems

Here’s how in Windows to manually configure the DNS settings.

1. Right click on your Wireless / Ethernet connection (down by your clock)

2. Select Open Network and Sharing Center

3. Click Change Adapter Settings

4. Right Click on your active internet connection, select Properties

5. Under This connection uses the following items: scroll down and click on Internet
Protocol Version 4 (TCP/IPv4), then click Properties

6. Select the option Use the following DNS server addresses:. This is where you
manually configure your DNS servers:

NOTE: It is up to you if you want to use Open DNS, Quad 9, or Cloudflare. You might try
each of them separately.

Quad 9 - enter 9.9.9.9 for Preferred DNS server, and leave alternate DNS server
blank. Click OK, then click Close
or
Cloudflare — enter 1.1.1.1 for Preferred DNS server, and 1.0.0.1 for Alternate DNS, Click
OK, then click Close




‘ —
CAGGOM
Common Access Card help
for your personal computer

Presentation created and maintained by:
Michael J. Danberry
https://MilitaryCAC.com
https://MilitaryCAC.org (DoD Computers)

If you still have questions, visit:
https://militarycac.com/questions.htm

https://militarycac.org/questions.htm (DoD Computers)
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